Encryption using Voltage

Feature available in Helium 6.0.2 release

The DataSync Agent plugin architecture allows the agent to modify inbound payloads before the data is inserted into a database or saved to a file.
Thus, encrypting specified values using Voltage encryption can be applied before inserting the row into your database. When you specify the list of
tables and column names in the encrypt_columns parameter in the format of <table>:<column>;<table>:<column>;etc., i.e. incident.comments, the
plugin will encrypt these specific columns that contain sensitive information for your infrastructure to decrypt and process themselves.

ﬂ NOTE: This is a custom feature for a specific use case to encrypt data saved using the Voltage API before saving it into the database. Contact Pers
pectium Support for more information.

Prerequisites

! First, you will need to set up one of the Perspectium DataSync Agents.

! You should also stop running your DataSync Agent before making any Agent configuration changes.

Procedure

To start using the Voltage API in your DataSync Agent, follow these steps:

Navigate to the directory where you saved your agent.xml file when installing your DataSync Agent.

Open your agent.xml file in a text editing application. Then, add the following attributes within the plugin directive:

Parameters Description Required?
url REST url endpoint Yes
trace_id Identifier for each request made to the API No. If empty or not included, a GUID will be generated for each

request otherwise all requests will use the specified trace_id.
app_name Name of the application, i.e. Perspectium Agent Yes

host_name If empty or not included, then host_name will be setto the = No
name of the computer/machine running the agent

identity Identifier for application using the API No
shared_secret | Secret phrase shared between clients using API Yes
encryption_type Encryption method, i.e. AES =3 Yes

encrypt_colum | List of tables and columns to be encrypted by the Voltage @ Yes
ns API. Lists need to be in the following format:
tablel:columnA;tablel:columnB;table2:columnA

In the <plugin> directive, add the following value: com.perspectium.replicator.sql.plugin.SQLSubscriberVoltageEncrypterPlugin.

<plugin url="https://exanpl e.comapi" trace_id="" app_nane="agent" host_name="psp" identity=
shared_secret="secret" encryption_type="3" encrypt_col ums="u_edge_testing: u_test_col umi,
u_edge_testing: u_notes,incident: comments”">com perspectiumreplicator.sql.plugin.

SQLSubscri ber Vol t ageEncr ypt er Pl ugi n</ pl ugi n>

Example of a complete agent.xml configuration with the Voltage API plugin applied:
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<?xm version="1.0" encodi ng="1SO 8859-1" ?>
<config>
<agent >
<max_r eads_per_connect >1</ max_r eads_per _connect >
<pol l i ng_i nterval >5</ pol | i ng_i nterval >
<subscri be>
<t ask>
<pol l i ng_i nterval >5</ pol | i ng_i nterval >
<t ask_nane>or acl e_subscri ber _aut onat ed_t est </t ask_nane>
<handl er >com per spectium replicator.sqgl.SQ.Subscri ber </ handl er >
<decryption_key>Sone decryption key here</decryption_key>
<nessage_connection user="denp" password="denp" queue="psp.out.replicator.agent
exanpl e">htt ps:// exanpl e. per specti um net </ nessage_connecti on>
<use_cache/ >
<i nstance_connecti on user="denmp" password="denp">https://exmapl e. servi ce- now. conk
/i nstance_connecti on>
<dat abase_t ype>sql server </ dat abase_t ype>
<dat abase_server >l ocal host </ dat abase_server >
<dat abase_port >1521</ dat abase_port >
<dat abase_user >exanpl e</ dat abase_user >
<dat abase_passwor d>exanpl e</ dat abase_passwor d>
<dat abase_par ns/ >
<dat abase>psp_db</ dat abase>
<ski p_col ums_l og_i nt er val >200</ ski p_col utmms_I| og_i nt erval >
<pl ugi ns>
<plugin url="https://exanpl e. conl api "
trace_id=""
app_nane="exanpl e"
host _nane="psp"
identity=""
shar ed_secr et =" exanpl e"
encryption_type="3"
encrypt _col ums="u_edge_t esting: u_test_columl, u_edge_testing
u_not es, i nci dent : conrment s" >com per spectiumreplicator.sql.plugin
SQ.Subscri ber Vol t ageEncr ypt er Pl ugi n</ pl ugi n>
</ pl ugi ns>
</ task>
</ subscri be>
</ agent >
</ config>

After configuring your agent.xml, start running your DataSync Agent again.
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