Edge Encryption Support

The DataSync Agent can be configured to decrypt ServiceNow records with data encrypted using Edge Encryption. Perspectium provides support for
records encrypted using the AES-128 and AES-256 options.

Prerequisites

! First, you will need to set up one of the Perspectium DataSync Agents.

! You should stop running your DataSync Agent before making any Agent configuration changes.

The DataSync Agent provides a plugin to support decrypting data that is edge encrypted. In order to decrypt this, you will need the following:
1. Edge Encryption enabled in your ServiceNow instance
2. Edge Encryption proxy server installed and configured
3. Keystore containing the encryption key used for Edge Encryption. This keystore can be stored in an Azure Key Vault cloud key
management or stored locally on a filesystem the Agent as access to.

With this information available, add the following configuration directives to your task definition within your agent.xml file:
All attributes are required to access the keystore from the Azure Key Vault.

For Azure Key Vault, add the following:

Directive Parameters Required? Example
Value


https://www.servicenow.com/products/edge-encryption.html
https://docs.perspectium.com/display/fluorineplus/DataSync
https://docs.perspectium.com/pages/viewpage.action?pageId=12124276
https://docs.servicenow.com/bundle/paris-servicenow-platform/page/administer/edge-encryption/concept/c_InstallEdgeEncryptionProxy.html
https://docs.servicenow.com/bundle/paris-servicenow-platform/page/administer/edge-encryption/task/configure-128-key.html
https://azure.microsoft.com/en-us/services/key-vault/

<plugin> Plugin that will decrypt Edge Encrypted replicated data. Yes See

example
Parameter Description below.
keystore Specifies where the keystore is located. Value: azure
vault_tenant tenant_id for the Azure Key Vault containing the keystore*
vault_url URL to the Azure Key Vault*
vault_principal principal_id for the Azure Key Vault*
principal_secret password for the Azure Key Vault*
secret_name Name of the keystore”

keystore_password = password for the keystore™
keystore_alias Name of the key alias"

alias_password Password for the key”

*See Authentication in Azure Key Vault for more information on these configurations.

See Edge Encryption properties for more information on these configurations.

<confi g>
<agent >
<subscri be>
<t ask>

<pl ugi n keystore="azure"

vaul t _t enant =" VAULT_TENANT_GOES_HERE"

vaul t _url ="VAULT_URL_GOES_HERE"

vaul t _princi pal =" VAULT_PRI NCl PAL_GCES_HERE"

princi pal _secret ="PRI NCl PAL_SECRET_GOES_HERE"

secr et _nane="SECRET_NAME_GOES HERE"

keyst or e_passwor d=" KEYSTORE_PASSWORD GOES HERE"

keystore_al i as="KEYSTORE_ALI AS_GOES_HERE"

al i as_passwor d=" ALl AS_PASSWORD GOES_HERE"

>com perspectiumreplicator.sql.plugin. SQLSubscri ber Decrypt Col umPI ugi n<
/ pl ugi n>

</ task>
</ subscri be>
</ agent >
</ config>

Example of a complete agent.xml configuration with the keystore in an Azure Key Vault


https://docs.microsoft.com/en-us/azure/key-vault/general/authentication
https://docs.servicenow.com/bundle/quebec-platform-administration/page/administer/edge-encryption/reference/edge-encryption-proxy-server-properties.html

<?xm version="1.0" encodi ng="1SO 8859-1" ?>

<config>
<agent >

<max_r eads_per_connect >1</ nax_r eads_per _connect >
<pol l i ng_i nterval >5</ pol | i ng_i nterval >
<t est _node/ >

<subscri

be>

<t ask>

>htt ps:// URL. per

/i nstance_connec

<pol l'i ng_i nterval >5</ pol | i ng_i nterval >
<t ask_nane>or acl e_subscri ber _aut onat ed_t est </t ask_nane>
<handl er >com per specti um replicator.sqgl.SQ.Subscri ber </ handl er >
<decrypti on_key>sone_decryption_key_here</decrypti on_key>
<message_connecti on user="USER' passwor d="PASSWORD' queue="psp.out.replicator.dev1234"
specti um net </ nessage_connecti on>
<use_cache/ >
<i nstance_connecti on user="USER' passwor d="PASSWORD' >ht t ps://dev1234. servi ce- now. conx
tion>
<dat abase_t ype>sql server </ dat abase_t ype>
<dat abase_port >1234</ dat abase_port >
<dat abase_server >SERVER_URL</ dat abase_server >
<dat abase_user >USER</ dat abase_user >
<dat abase_passwor d>PASSWORD</ dat abase_passwor d>
<dat abase_par ns>l ockTi meout =15000; quer yTi neout =15</ dat abase_par ns>
<dat abase>DATABASE_NAME</ dat abase>
<ski p_col ums_| og_i nt er val >200</ ski p_col uims_I| og_i nt erval >
<pl ugi ns>
<pl ugi n keystore="azure"

vaul t _tenant ="12345678- ab12-abl12- ab12- 123456789ab"

vault _url="https://url.vault.azure.net/"

vaul t _princi pal ="12345678- ab12- ab12- ab12- 123456789ab"

princi pal _secret="3213156165- adasdasd_als5d6a5s1d6a"

secr et _nane="sone_secr et _nane"

keyst ore_passwor d="ef g123"
keystore_al i as="128bi t key"
al i as_passwor d="abc123">com perspectiumreplicator.sql.plugin.

SQ.Subscri ber Decr ypt Col umPI ugi n</ pl ugi n>

</ t ask>
</ subscri be>
</ agent >
</ config>

If the keystore containing the encryption key is saved locally in the filesystem that the Agent has access to, add the following:

Directive Description Required?

Example
Value



<plugin> Plugin that will decrypt Edge Encrypted replicated data. Yes

Parameter Description
keystore Specifies where the keystore is located. Value: local
keystore_path File path to the keystore”

keystore_password | Password for the keystore”
keystore_alias Name of the key alias”

alias_password Password for the key”

ASee Edge Encryption properties for more information on these configurations.

<confi g>
<agent >
<subscri be>
<t ask>

<pl ugi n keystore="Iocal "

keyst or e_pat h="KEYSTORE_PATH_GCES_HERE"

keyst or e_passwor d=" KEYSTORE_PASSWORD_GOES_HERE"

keystore_al i as="KEYSTORE_AL| AS_GCES_HERE"

al i as_passwor d=" ALl AS_PASSWORD GOES HERE"
>com perspectiumreplicator.sql.plugin. SQLSubscri ber Decrypt Col umPl ugi n<
/ pl ugi n>
</ task>
</ subscri be>
</ agent >

</ config>

Example of a complete agent.xml configuration with the keystore in a local filesystem the Agent has access to:

See
example
below.


https://docs.servicenow.com/bundle/quebec-platform-administration/page/administer/edge-encryption/reference/edge-encryption-proxy-server-properties.html

<?xm version="1.0" encodi ng="1SO 8859-1" ?>
<config>
<agent >
<max_r eads_per_connect >1</ nax_r eads_per _connect >
<pol l i ng_i nterval >5</ pol | i ng_i nterval >
<t est _node/ >
<subscri be>
<t ask>
<pol l'i ng_i nterval >5</ pol | i ng_i nterval >
<t ask_nane>or acl e_subscri ber _aut onat ed_t est </t ask_nane>
<handl er >com per specti um replicator.sqgl.SQ.Subscri ber </ handl er >
<decrypti on_key>sone_decryption_key_here</decrypti on_key>
<message_connecti on user="USER' passwor d="PASSWORD' queue="psp.out.replicator.dev1234"
>htt ps://URL. per specti um net </ message_connecti on>
<use_cache/ >
<i nstance_connecti on user="USER' passwor d="PASSWORD' >ht t ps://dev1234. servi ce- now. conx
/i nstance_connecti on>
<dat abase_t ype>sql server </ dat abase_t ype>
<dat abase_port >1234</ dat abase_port >
<dat abase_server >SERVER_URL</ dat abase_server >
<dat abase_user >USER</ dat abase_user >
<dat abase_passwor d>PASSWORD</ dat abase_passwor d>
<dat abase_par ns>l ockTi meout =15000; quer yTi neout =15</ dat abase_par ns>
<dat abase>DATABASE_NAME</ dat abase>
<ski p_col ums_| og_i nt er val >200</ ski p_col ums_| og_i nt erval >
<pl ugi ns>
<pl ugi n keystore="Ilocal "
keyst or e_pat h="abcdef g"
keyst ore_passwor d="ef g123"
keystore_al i as="128bi t key"
al i as_passwor d="abc123">com per specti um replicator.sql.
pl ugi n. SQLSubscri ber Decr ypt Col umPI ugi n</ pl ugi n>
</ task>
</ subscri be>
</ agent >
</ confi g>

If you want to use attachment handling with edge encryption so the attachments are each saved as a complete file, see Merging Attachments in the
Database.

Can't find what you're looking for?

See the FAQ or browse the Perspectium Community Forum.


https://docs.perspectium.com/display/custom/Merging+Attachments+in+the+Database
https://docs.perspectium.com/display/custom/Merging+Attachments+in+the+Database
https://docs.perspectium.com/display/gold/DataSync+Agent+FAQs
https://www.perspectium.com/community/
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